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ABSTRACT 

 
ARTICLE INFO 

Online social networks (OSN) enable and encourage third party applications to 

enhance the user experience on these platforms like FACEBOOK. Such 

enhancements include interesting or entertaining ways of communicating among 

online friends, and diverse activities such as playing games or listening to songs. For 

example, Facebook provides developers an API that facilitates app integration into 

the Facebook user-experience.There are 500K apps available on Facebook, and on 

average, 20M apps are installed every day. Furthermore, many apps have acquired 

and maintain a large user base. We have observed that ,FarmVille and CityVille apps 

have 26.5M and 42.8M users to date. Recently, hackers have started taking advantage 

of the popularity of this third-party apps platform and deploying malicious 

applications. Malicious apps can provide a lucrative business for hackers, given the 

popularity of OSNs, with Facebook leading the way with 900M active users.In this 

project, we ask the question to the facebook user that, given a Facebook application, 

can you determine whether that application is malicious? Of course that user couldn’t 

identify that. So, our key contribution is in developing “FRAppE—Facebook’s 

Rigorous Application Evaluator”, arguably the first tool focused on detecting 

malicious apps on Facebook. To develop FRAppE, we use information gathered by 

observing the posting behavior of 111K Facebook apps seen across 2.2 million users 

on Facebook. First, we identify a set of features that help us distinguish between 

malicious apps and benign apps. For example, we find that malicious apps often share 

names with other apps, and they typically request few permissions than benign apps. 

Second, leveraging these distinguishing features, we show that FRAppE can detect 

malicious apps with 99.5% accuracy, with no false positives and a low false negative 

rate (4.1%). Finally, we explore the ecosystem of malicious Facebook apps and 

identify mechanisms that these apps use to propagate. Interestingly, we find that 

many apps collude and support each other; in our dataset, we find 1,584 apps 

enabling the viral propagation of 3,723 other apps through their posts. Long-term, we 

see FRAppE as a step towards creating an independent watchdog for app assessment 

and ranking, so as to warn Facebook users before installing apps. 

Keywords- Facebook Apps, Malicious Apps, Profiling Apps, Online Social 

Networks,Privacy. 
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I. INTRODUCTION 

To offer richer functionality, many online social networks 

(OSNs) have launched social networking platforms that 

enable third-party developers to contribute applications to 

the social network through the use of APIs (application 

programming interfaces). With the support of OSN 

platforms, third-party applications (TPAs) have become 

highly popular in a very short period of time.In Online 

Social Networking (OSN), With 20 million installs a day, 

third-party apps are a major reason for the popularity and 

addictiveness of Facebook (OSN). Unfortunately, hackers 

have realized the potential of using apps for spreading 

malware and spam which are harmful to facebook users. 

The problem is already significant, as we find that at least 

13% of apps in our dataset are malicious. So far, the 
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research community has focused on detecting malicious 

posts and campaigns.The developers of TPAs can aggregate 

such data and accrue benefit by using or selling the data. 

The most common approach adopted by existing OSNs is a 

simple all-or-nothing strategy: a user must agree to allow 

the applicationto access some subsets of her profile 

information before installing and using it. Thus, it is 

difficult for users to know and control how their information 

is accessed by those various external parties. The only 

choice for the user to not provide such data is to not use the 

application. In particular, TPA providers access the contact 

list of the TPA users and fetch information about the friends 

of the users, even though those friends did not install the 

application themselves or consent to this access. 

 

The emergence of TPAs also poses severe privacy risks to 

users.TPAs need to consume users’ and their friends’ data to 

provide extra functionality to users. Under the current 

circumstance, TPAs usually receive privileges equal to the 

TPA users with respect to social graph traversal, and 

thereby gain access to an abundance of users’ information 

regardless of the actual legitimate needs. Moreover, these 

applications are available via OSNs but are running on 

external servers outside the OSN’s control. Once they 

acquire the data, they can use or dispose it in whatever way 

they want without user or OSN consent. There is no control 

regarding the usage of user data once it is released to the 

TPA. Online social networks (OSN) enable and encourage 

third party applications (apps) to enhance the user 

experience on these platforms. Such enhancements include 

interesting or entertaining ways of communicating among 

online friends, and diverse activities such as playing games 

or listening to songs. For example, Facebook provides 

developers an API [10] that facilitates app integration into 

the Facebook user-experience. There are 500K apps 

available on Facebook [25], and on average, 20M apps are 

installed every day [1]. Furthermore, many apps have 

acquired and maintain a large userbase. For instance, 

FarmVille and CityVille apps have 26.5M and 42.8M users 

to date. 

 

Despite the above worrisome trends, today, a user has very 

limited information at the time of installing an app on 

Facebook. In other words, the problem is: given an app’s 

identity number (the unique identifier assigned to the app by 

Facebook), can we detect if the app is malicious? Currently, 

there is no commercial service, publicly-available 

information, or research-based tool to advise a user about 

the risks of an app. As we know malicious apps are 

widespread and they easily spread, as an infected user 

jeopardizes the safety of all its friends. 

 

Recently, hackers have started taking advantage of the 

popularity of this third-party apps platform and deploying 

malicious applications [17, 21, 24]. Malicious apps can 

provide a lucrative business for hackers, given the 

popularity of OSNs, with Facebook leading the way with 

900M active users [12]. There are many ways that hackers 

can benefit from a malicious app: (a) the app can reach large 

numbers of users and their friends to spread spam, (b) the 

app can obtain users’ personal information such as email 

address, home town, and gender, and (c) the app can “re-

produce" by making other malicious apps popular. To make 

matters worse, the deployment of malicious apps is 

simplified by ready-to-use toolkits starting at $25 [13].  

 

In other words, there is motive and opportunity, and as a 

result, there are many malicious apps spreading on 

Facebook everyday [20].So far, the research community has 

paid little attention to OSN apps specifically. Most research 

related to spam and malware on Facebook has focused on 

detecting malicious posts and social spam campaigns [31, 

32, 41]. A recent work studies how app permissions and 

community ratings correlate to privacy risks of Facebook 

apps [29]. Finally, there are some community-based 

feedbackdriven efforts to rank applications, such as 

Whatapp [23],though these could be very powerful in the 

future, so far they have received little adoption.In this work, 

we develop FRAppE, a suite of efficient classification 

techniques for identifying whether an app is malicious or 

not.To build FRAppE, we use data from MyPageKeeper, a 

security app in Facebook [14] that monitors the Facebook 

profiles of 2.2 million users. We analyze 111K apps that 

made 91 million posts over nine months. This is arguably 

the first comprehensive study focusing on malicious 

Facebook apps that focuses on quantifying, profiling, 

and understanding malicious apps, and synthesizes this 

informationinto an effective detection approach.. 

HOW DO IT WORK? 

 
 

Figure 1: Block Diagram 

Figure 1 Shows: Steps involved in hackers using malicious 

applications to get access tokens to post malicious content 

on victims’ walls.  

Recently, hackers have started taking advantage of the 

popularity of this third-party apps platform and deploying 

malicious applications. Malicious apps can provide a 

lucrative business for hackers, given the popularity of OSNs, 

with Facebook leading the way with 900M active users. 

There are many ways that hackers can benefit from a 

malicious app:  

 

(a) The app can reach large numbers of users and their 

friends to spread spam, 

  

(b) The app can obtain users’ personal information such as 

email address, home town, and gender, And  
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(c) The app can “re-produce" by making other malicious 

apps popular. 

 

As a result of the above problems, there are many malicious 

apps spreading on Facebook every day. Because user has 

very limited information at the time of installing an app on 

his Facebook profile as user doesnot recognize the proposed 

app is malicious or not only the identity number. 

Many of the popular OSNs have released web APIs to allow 

third-party developers and websites to implement their own 

services, 

which can utilize and aggregate user information and 

activities 

in OSNs. Figure 1 presents a typical architecture of current 

social networking platforms, where TPAs are designed in 

accordance with APIs and can access user data through 

APIs.  

 

Typically, these applications are integrated in an OSN site 

but rely on their own external server for running the 

application. 

The Facebook Platform and Google’s OpenSocial are two of 

the leading forces in the business of social networking 

platforms. The Facebook Platform [1] is a proprietary 

software environment for launching TPAs in Facebook. The 

core of Facebook Platform is the Graph API, which forms 

the primary way of retrieving and posting data in Facebook. 

It allows developers to define objects and actions in the 

social graph, and to create new instances of objects and 

actions 

 

 

Google’s OpenSocial [2] is an open source cross-platform 

competitor to the Facebook Platform for building social 

applications. 

It defines a common API for applications across multiple 

websites, through which OSNs can grant applications access 

to thesocial graph as well as messaging service and update 

feeds. Its greatest advantages over Facebook Platform is its 

interoperability within the context of multiple OSNs. 

 

Facebook enables third-party developers to offer services to 

its 

users by means of Facebook applications. Unlike typical 

desktop and smartphone applications, installation of a 

Facebook application by a user does not involve the user 

downloading and executing an application binary. Instead, 

when a user adds a Facebook application to her profile, the 

user grants the application server:  

(a)permission to access a subset of the information listed on 

the user’s Facebook profile (e.g., the user’s email address), 

and  

(b) permission to perform certain actions on behalf of the 

user (e.g., the ability to post on the user’s wall).  

Facebook grants these permissions to any application by 

handing an OAuth 2.0  token to the application server for 

each user who installs the application. Thereafter, the 

application can access the data and perform the explicitly-

permitted actions on behalf of the user. 

METHODOLOGY 

Finding malicious applications: 

First, we have to identify malicious Facebook applications 

in our dataset, we start with a simple heuristic: if any post 

made by an application was flagged as malicious by 

MyPageKeeper, we mark the application as malicious, we 

find this to be an effective technique for identifying 

malicious apps.  

 Including benign applications: 

To select an equal number of benign apps from the initial D-

Total dataset, we use two criteria: (a) none of their posts 

were identified as malicious by MyPageKeeper, and (b) they 

are “vetted" by Social Baker, which monitors the "social 

marketing success"of apps. 

Apps with app summary: 

 

We collect app summaries through the Facebook Open 

graph API, which is made available by Facebook at a URL 

of the form https://graph.facebook.com/App_ID; Facebook 

has a unique identifier for each application. An app 

summary includes several pieces of information such as 

application name, description, company name, profile link, 

and monthly active users. 

 

App permissions 

 

We also want to study the permissions that apps request at 

the time of installation. For every application App_ID, we 

crawl 

https://www.facebook.com/apps/application.php?id=App_I

D, which usually redirects to the application’s installation 

URL. We were able to get the permission set for 487 

malicious and 2,255 benign applications in our dataset. 

 

 

Posts on the app profile 

 

Users can make posts on the profile page of an app, which 

we can call the profile feed of the app. We collect these 

posts using the Open graph API from Facebook.   

 

Generic algorithmic procedure 

 

1. Request for adding new app from user. 

2. Then request will sent to Application server. 

3. Then those app tokens (i.e may or may not be 

secure) will pass through FRappe. 

4. Then those benign app tokens will pass through 

Application server. 

5. Requested tokens will be sent back to user. 

6. Repeat from STEP 1 for adding new app request .  
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Analysis 

Requirements of analysis in systems engineering and 

software engineering, encompasses those tasks that go into 

determining the needs or conditions to meet for a new or 

altered product or project, taking account of the possibly 

conflicting requirements of the various stakeholders, 

analyzing ,  documenting, validating and managing software 

or system requirements. 

Requirements of Analysis, is critical to the success of a 

systems or software project. The requirements should be 

documented, actionable, measurable, testable, traceable, 

related to identified business needs or opportunities, and 

defined to a level of detail sufficient for system design. 

Figure 2 Shows: Activity diagrams are graphical 

representations of workflows of stepwise activities and 

actions with support for choice, iteration and concurrency. 

In the Unified Modeling Language, activity diagrams can be 

used to describe the business and operational step-by-step 

workflows of components in a system. An activity diagram 

shows the overall flow of control. 

 

 

Figure 2: Activity Diagram 
 

Figure 3 Shows: A use case diagram in the Unified 

Modeling Language (UML) is a type of behavioral diagram 

defined by and created from a Use-case analysis. Its purpose 

is to present a graphical overview of the functionality 

provided by a system in terms of actors, their goals 

(represented as use cases), and any dependencies between 

those use cases. The main purpose of a use case diagram is 

to show what system functions are performed for which 

actor. Roles of the actors in the system can be depicted. 

 

 
 

Figure 3:Usecase Diagram 

 

 

GOALS: 

The Primary goals in the design of the UML are as follows: 

1. Provide users a ready-to-use, expressive visual 

modeling Language so that they can develop and 

exchange meaningful models. 

2. Provide extendibility and specialization 

mechanisms to extend the core concepts. 

3. Be independent of particular programming 

languages and development process. 

4. Provide a formal basis for understanding the 

modeling language. 

5. Encourage the growth of OO tools market. 

6. Support higher level development concepts such as 

collaborations, frameworks, patterns and 

components. 

7. Integrate best practices. 

 

CONCLUSION 

An application presents a convenient means for hackers to 

spread malicious content on Facebook. However, little is 

understood about the characteristics of malicious apps and 

how they operate. In this project, using a large corpus of 

malicious Facebook apps observed over a nine month period, 

we showed that malicious apps differ significantly from 

benign apps with respect to several features. For example, 

malicious apps are much more likely to share names with 

other apps, and they typically request few permissions than 

benign apps. Leveraging our observations, we developed 

FRAppE, an accurate classifier for detecting malicious 

Facebook applications. Most interestingly, we highlighted 

the emergence of AppNets large groups of tightly connected 

applications that promote each other. 
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